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1. [bookmark: _Toc344886365]Introduction
This document describes how to install and configure the SAML 2.0 for WIF Service Provider Framework. Chapter 4 provides the step-by-step installation guideline for installing the Service Provider Demo web site in your own environment.
The documentation also includes an example of how to configure the IdP (in this case, Microsoft AD FS 2.0) for use with the Service Provider Demo web site/SAML 2.0 For WIF and vice versa.
2. [bookmark: _Toc344886366]Prerequisites
2.1 [bookmark: _Toc344886367]General prerequisites
· Windows Server 2008, Windows Vista or Windows 7.
· IIS 7 and above must be running ASP.NET (2.0.50727) with minimum .NET 3.5
· Certificate that is used by the Service Provider for signing and encryption (an X.509 certificate that should prove sufficient for testing purposes, SPCert, is included in the installation). This certificate is referred to as the signing certificate in the configuration file.
· One may also need to implement a SSL certificate at the web site that is protected by the Service Provider (any X.509 certificate that should prove sufficient for testing purposes, spdemo.safewhere.local is included in the installation). The service provider does not require SSL, but the Identity provider may demand that it is implemented at the Service Provider. It is not recommended to re-use the SSL certificate as the service provider signing certificate.
The SAML 2.0 for WIF framework also works on Windows 2003, Windows Vista, and Windows 7. However, these are not officially supported configurations.
2.2 [bookmark: _Toc344886368]Prerequisites for the binary distribution
· .NET 3.5 runtime or later
· ASP.NET 3.5 or later


3. [bookmark: _Toc344886369]Overview of SAML 2.0 for WIF
SAML 2.0 for WIF is a DLL-file that extends the Windows Identity Foundation with native support for the SAML 2.0 protocol.
SAML 2.0 for WIF supports the following extensions all of which are available on request:
· Windows Security Token issuance (Kerberos Impersonation) – Allows you to generate an impersonation-level Windows security token from the SAML 2.0 security token, which will make it possible to login to OWA or other Kerberos-protected resources provided that the applicable user is already in Active Directory. 
· Shadow Account Module for Active Directory – Allows you to create (and update) users and roles on the fly in Active Directory based on the content of the SAML 2.0 security token, which will make it possible to automatically login to resources that support Kerberos authentication and authorization even though the user isn't present in Active Directory. This module supports the creation (and updating) of users and roles on the fly in virtually any user database or directory service based on the content of the SAML 2.0 security token, which will make it possible to automatically login to resources that are not SAML 2.0-compliant. Please note that this will also demand that a special SAML 2.0 token module is implemented "in front" of the applicable application(s).
· Shadow Account Module for user databases and directory services – The ADFS Shadow Account Synchronization Module enables on-the-fly shadow account user creation at Service Providers. For web applications that require existing user accounts the component allows user accounts to created and modified to reflect user properties and roles specified in the SAML token result of a user login. This enables existing web applications[footnoteRef:1] to be easily adapted to allow Single Sign On based on SAML 2.0 claims. By employing a Manager Provider model, the component can dynamically invoke user defined components to create user accounts in proprietary account stores such as SQL server databases, eDirectory, OpenLDAP or other.  [1:  Please note that this will most usually also require that additional functionality is implemented by an application developer "in front" of the applicable application(s) in order to translate the SAML 2.0 token to the format native to the application.] 

[bookmark: _Installing_Safewhere_SAML]

4. [bookmark: _Toc344886370]Installing SAML 2.0 for WIF Service Provider
This chapter describes the steps required to quickly get the application up and running.
The Saml20ForWIF.exe setup includes a demo web site (with the name spdemo.safewhere.local) that is created in IIS by the installer. By default, the web site points to c:\inetpub\Saml20ForWIF. 
Upon completion of the installation, the server will contain the SAML 2.0 for WIF Service Provider DLL-file plus a simple web site strictly for testing purpose. 
Please note that the web site will need to be configured after the setup has completed in order to be fully operational.
4.1 [bookmark: _Toc278462216][bookmark: _Toc278462260][bookmark: _Toc278467641][bookmark: _Toc278467653][bookmark: _Toc278468198][bookmark: _Toc278469616][bookmark: _Toc278469758][bookmark: _Toc278469809][bookmark: _Toc278474616][bookmark: _Toc278626739][bookmark: _Toc278628301][bookmark: _Toc278628397][bookmark: _Toc278628611][bookmark: _Toc278631250][bookmark: _Toc278642403][bookmark: _Toc344886371]SAML 2.0 for WIF Setup Wizard
Running the Saml20ForWif.exe will take you through an installation wizard, which will allow you to specify where you want the web site to be installed. The remainder of this section will show how to perform each step of the installation process.
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Welcome page with a disclaimer on the use of the software.

Click “Next” to go to the next page, or “Cancel” to abort the setup process.
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License Agreement page containing the Globeteam EULA.
Please read the Globeteam After Dark EULA and confirm that you have read, understood, and accepts the license agreement. You confirm this by marking the checkbox.

Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.
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Registration Information page allows you to personalize your copy of SAML 2.0 For WIF. 

Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.
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Choose Setup Type page allows you to choose between a complete, minimum or personalized setup. The complete setup includes an IIS website deployment. The minimum setup only installs the SAML 2.0 for WIF files without any IIS website deployment. Choosing the Personalized Setup; allows you to choose the specific features you would like to install. 

Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.
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If you opt for the Personalized Setup option, you will see this page. 

Make the changes you feel apply to your needs.
Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.
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Destination Location page allows you to specify, where you would like to install the SAML 2.0 For WIF application. The default location is c:\Inetpub\Saml20forWIF.

Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.
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Select Start Menu Group page allows you to specify a name for the start menu group. This can be applied for all users or for the current user only. This menu group will contain the Uninstall shortcut that you may use, if you wish to uninstall SAML 2.0 For WIF at a later date.

Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.  
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Start Installation page indicates that you now are ready to initiate the installation (that is, up until now nothing has been installed). If you wish to change anything in the setup, then use the “Back” button to go back. When clicking the “Next” button, the installation wizard will begin copying SAML 2.0 For WIF into the configured folder.

Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the setup process.
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Installation in Progress page gives you an overview of the installation progress. You can at any time decide to stop the installation process by clicking the “Cancel” button. 

Allowing the installation wizard to complete the installation will upon finalization move the wizard to its final page.
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Finish page – the installation is now complete. You may close the installation wizard by clicking the “Finish” button.




This concludes the SAML 2.0 for WIF Setup. 
Please proceed to chapter 5 SAML 2.0 for WIF Configuration, when you’re ready to try out the software, you've just installed. 
4.2 [bookmark: _Toc278752802][bookmark: _Toc278756288][bookmark: _Toc278756337][bookmark: _Toc278756372][bookmark: _Toc278752803][bookmark: _Toc278756289][bookmark: _Toc278756338][bookmark: _Toc278756373][bookmark: _Toc278752804][bookmark: _Toc278756290][bookmark: _Toc278756339][bookmark: _Toc278756374][bookmark: _SAML_2.0_for][bookmark: _Toc344886372]What this installation includes
[image: ]After the installation has completed, you will find the files in the chosen target directory (by default, the file will be located at C:\inetpub\Saml20ForWIF).




The Saml20ForWIF directory contains 3 subdirectories:
· bin,  which contains the binaries  (see chapter 3.2.1).
· Certificates, which contains certificates (see chapter 3.2.2).
· WebSiteDemo, which is the root directory (spdemo.safewhere.local), that the IIS Web Deployment feature refers to as its home directory. It contains a very simple Web application (including source code) that will allow you to test the features of the ServiceProvider (see chapter 3.2.3 for more details about the individual files).
4.2.1 [bookmark: _Toc344886373]The “bin” directory
The “bin” directory contains the distributable files that are needed when using the SAML 2.0 For WIF Service Provider framework.
	FindPrivateKey.exe
	A utility for Windows 2003 that makes it easier to change the ACL rights on certificates that are stored in the certificate stores. From Windows 2008 and forward such functionality is native to the OS.

	License.dll
	Software licensing. The framework does not work without this file.

	Reg.exe
	Registration validator, the Reg.exe is used when registering the ServiceProvider framework to run on the computer it is deployed to.

	Microsoft.IdentityModel.dll
	The Microsoft Windows Identity Foundation reference file.

	Safewhere.ServiceProvider.dll
	The SAML 2.0 For WIF Service Provider.

	SecurityTokenVisualizerControl.dll
	A web control used to visualize the security tokens received from an IdP.


4.2.2 [bookmark: _Toc344886374]The “Certificates” directory
The “Certificates” directory contains certificates that may be used for the WebSiteDemo. These certificates are all self-signed certificates, and their purpose is to help getting the WebSiteDemo up and running as quickly as possible. So please feel free  to use another set of certificates.
	SPCert.pfx
	Signing certificate for the Service Provider.

	Spdemo.safewhere.local.pfx
	SSL Certificate (HTTPS) for the WebsIteDemo (IIS)

	SPRootCert.cer
	Root certificate for the two test certificates. This might be used when using AD FS 2.0 or any other Identity Provider in order to ensure that the IdP trusts the test certificates, which is necessary when working with self- signed certificates unless one register .


4.2.3 [bookmark: _Toc344886375]The “WebSiteDemo” directory
The “WebSiteDemo” directory contains a fully functional demonstration of the SAML 2.0 for WIF Service Provider. This is a sample of how to use the framework.
	bin (DIRECTORY)
	Contains the binaries that are needed for the WebSiteDemo to run.

	images (DIRECTORY) 
	Contains a single image (safewhere-security.jpg)

	cdcreader.ashx
	Common Domain Cookie Reader (HttpHandler)

	custom.css
	

	custom.js
	

	Default.aspx
Default.aspx.cs
Default.aspx.designer.cs
	The Default page 

	login.ashx
	Login Endpoint (HttpHandler)

	logout.ashx
	Logout Endpoint (HttpHandler)

	metadata.ashx
	Metadata (HttpHandler)

	MyPage.aspx
MyPage.aspx.cs
MyPage.aspx.designer.cs
	This page shows the authorization response from the connected IdP.

	Saml 2.0 For WIF.csproj
	Visual Studio 2010 project file.

	sp.Master
sp.Master.cs
sp.Master.designer.cs
	MasterPage file

	Web.config
	Web Configuration file.





5. [bookmark: _SAML_2.0_For_1][bookmark: _Ref278673456][bookmark: _Toc344886376]SAML 2.0 For WIF Configuration
It is possible to configure the SAML 2.0 for WIF in numerous ways since it has to be compatible with different varieties of Identity Providers. 
This chapter explains how you can configure the SAML 2.0 for WIF.
The SAML 2.0 For WIF Service Provider Framework can be implemented in a WIF-based application by  adding a few binary references to the References of an existing web application plus editing a few sections in the web.config file that govern the application:
1. Add the Safewhere.ServiceProvider.dll and the Microsoft.IdentityModel.dll as Reference to the project.
2. Add a new Http Handler file to the web application, name it login.ashx, and change the page source to <%@ WebHandler Class="Safewhere.ServiceProvider.Protocol.Saml2.SignonHandler" %>
3. Add a new Http Handler file to the web application, name it logout.ashx, and change the page source to <%@ WebHandler Class="Safewhere.ServiceProvider.Protocol.Saml2.LogoutHandler" %>
4. Add a new Http Handler file to the web application, name it metadata.ashx, and change the page source to <%@ WebHandler Class="Safewhere.ServiceProvider.Protocol.Saml2.MetadataHandler" %>
5. Add a new Http Handler file to the web application, name it cdcreader.ashx, and change the page source to<%@WebHandler Class="Safewhere.ServiceProvider.Protocol.Saml2.CommonDomainCookieHandler" %>
6. Open the web.config file and add the following sections in configuration/configSections part of the web.config file:
<section name="Federation" type="Safewhere.ServiceProvider.Config.FederationConfigSection,
Safewhere.ServiceProvider"/>

<section name="SAML20Federation" type="Safewhere.ServiceProvider.Config.Saml20FederationConfigSection,  Safewhere.ServiceProvider"/>

<section name="microsoft.identityModel" type="Microsoft.IdentityModel.Configuration.MicrosoftIdentityModelSection, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>

7. Insert the Federation section as shown below into the web.config file’s <configuration> element. The Federation section defines, the application's signing certificate (SPCert) and the AllowedAudienceUris specify the federated application's URI.
	
<Federation xmlns="http://configuration.safewhere.net/saml/serviceprovider">
  <SigningCertificate findValue="76f78e29aea9a6e47e2c54f2584bcbe52b146dc9"   storeLocation="LocalMachine" storeName="My" x509FindType="FindByThumbprint"/>
    <AllowedAudienceUris>
      <Audience>https://spdemo.safewhere.local/</Audience>
    </AllowedAudienceUris>
  </Federation>

8. Insert the SAML20Federation section as shown below into the web.config file’s <configuration> element.
<SAML20Federation xmlns="http://configuration.safewhere.net/saml/serviceprovider">
    <ServiceProvider id="https://spdemo.safewhere.local/" server="https://spdemo.safewhere.local/">
      <ServiceEndpoint localpath="/login.ashx" type="signon" redirectUrl="/MyPage.aspx" index="0"/>
      <ServiceEndpoint localpath="/logout.ashx" type="logout" redirectUrl="/Default.aspx" index="1"/>
      <ServiceEndpoint localpath="/metadata.ashx" type="metadata"/>
      <md:ContactPerson contactType="technical" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
        <md:Company>Globeteam A/S</md:Company>
        <md:GivenName>Globeteam A/S</md:GivenName>
        <md:EmailAddress>saml20forwif@globeteam.com</md:EmailAddress>
        <md:TelephoneNumber>+45 7026 2970</md:TelephoneNumber>
      </md:ContactPerson>
    </ServiceProvider>
    <RequestedAttributes>
      <!-- The attributes that the demonstration identity provider issues. -->
      <att name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name" isRequired="true"/>
    </RequestedAttributes>
    <IDPEndPoints metadata="C:\metadata\" signatureVerification="Ignore">
      <add id="http://adfs20IdP.safewhere.dk/adfs/services/trust">
        <CertificateValidation>
          <add type="Safewhere.ServiceProvider.Specification.SelfIssuedCertificateSpecification, Safewhere.ServiceProvider"/>
        </CertificateValidation>
      </add>
    </IDPEndPoints>
  </SAML20Federation>

The SAML20Federation section comprises 3 subsections:
· ServiceProvider
The ServiceProvider section defines this web application; the data typed in this section will be exposed by the metadata.ashx, and will be configuring the SAML 2.0 for WIF Service Provider framework. In this section, you define all the endpoints that you want to expose to the web application as detailed in chapter 6. 
· RequestAttributes
The RequestedAttributes section defines, which claims the application expects to receive from the Identity Provider.
· IDPEndPoints
The IDPEndPoints section defines the Identity Provider end point, which all requests for this webpage that aren't already authorized will be redirected to.

9. The microsoft.identitymodel section configures the Microsoft Identity Model, add the section shown below to the web.config:

  <microsoft.identityModel>
    <service>
      <federatedAuthentication>
        <cookieHandler requireSsl="false"/>
      </federatedAuthentication>
    </service>
  </microsoft.identityModel>


10. Add a restriction to a location. This will force the framework to authenticate a user, when navigating to the location. Below we show how to restrict the MyPage.aspx:

  <location path="MyPage.aspx">
    <system.web>
      <authorization>
        <deny users="?"/>
      </authorization>
    </system.web>
  </location>

11. Insert the authentication mode element in the web.config file’s <system.web> element.:
    <authentication mode="Forms">
      <forms cookieless="UseCookies" loginUrl="/login.ashx" name="demoserviceprovider"/>
    </authentication>

12. Add the SessionAuthenticationModule to the web.config httpmodule settings:

For IIS 7:
  <system.webServer>
    <modules>
      <add name="SessionAuthenticationModule" type="Microsoft.IdentityModel.Web.SessionAuthenticationModule, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" preCondition="managedHandler"/>
    </modules>
    <validation validateIntegratedModeConfiguration="false"/>
  </system.webServer>

For IIS6:
  <system.web>
    <compilation debug="false" />
    ...     
    <customErrors mode="Off"/>
    <httpModules>
      <add name="SessionAuthenticationModule" type="Microsoft.IdentityModel.Web.SessionAuthenticationModule, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>
    </httpModules>
  </system.web>

Please refer to chapter 7 for a detailed explanation of the Web.config sections.
5.1.1 [bookmark: _Toc344886377]Web.config Sample
Below is shown the full web.config file that is included with the demo web site. We've highlighted the values that will usually need to be changed in order to accommodate for another application than the demo web site.
<?xml version="1.0"?>
<configuration>
  <configSections>
    <section name="Federation" type="Safewhere.ServiceProvider.Config.FederationConfigSection, Safewhere.ServiceProvider"/>
    <section name="SAML20Federation" type="Safewhere.ServiceProvider.Config.Saml20FederationConfigSection, Safewhere.ServiceProvider"/>
    <section name="microsoft.identityModel" type="Microsoft.IdentityModel.Configuration.MicrosoftIdentityModelSection, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>
  </configSections>
  <appSettings>
    <!-- add key="ServiceProvider.CustomCss" value="custom.css"/ -->
    <!-- add key="ServiceProvider.CustomJs" value="custom.js"/ -->
  </appSettings>
  <location path="MyPage.aspx">
    <system.web>
      <authorization>
        <deny users="?"/>
      </authorization>
    </system.web>
  </location>
  <Federation xmlns="http://configuration.safewhere.net/saml/serviceprovider">
    <SigningCertificate findValue="76f78e29aea9a6e47e2c54f2584bcbe52b146dc9" storeLocation="LocalMachine" storeName="My" x509FindType="FindByThumbprint"/>
    <SignatureAlgorithm value="SHA1" />
    <AllowedAudienceUris>
      <Audience>https://spdemo.safewhere.local/</Audience>
    </AllowedAudienceUris>
  </Federation>
  <SAML20Federation xmlns="http://configuration.safewhere.net/saml/serviceprovider">
    <ServiceProvider id="https://spdemo.safewhere.local/" server="https://spdemo.safewhere.local/">
      <ServiceEndpoint localpath="/login.ashx" type="signon" redirectUrl="/MyPage.aspx" index="0"/>
      <ServiceEndpoint localpath="/logout.ashx" type="logout" redirectUrl="/Default.aspx" index="1"/>
      <ServiceEndpoint localpath="/metadata.ashx" type="metadata"/>
      <md:ContactPerson contactType="technical" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
        <md:Company>Globeteam A/S</md:Company>
        <md:GivenName>Globeteam A/S</md:GivenName>
        <md:EmailAddress>saml20forwif@globeteam.com</md:EmailAddress>
        <md:TelephoneNumber>+45 7026 2970</md:TelephoneNumber>
      </md:ContactPerson>
    </ServiceProvider>
    <RequestedAttributes>
      <!-- The attributes that the demonstration identity provider issues. -->
      <att name="http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name" isRequired="true"/>
    </RequestedAttributes>
    <IDPEndPoints metadata="C:\metadata\" signatureVerification="Ignore">
      <add id="IDPIdentifier">
        <CertificateValidation>
          <add type="Safewhere.ServiceProvider.Specification.SelfIssuedCertificateSpecification, Safewhere.ServiceProvider"/>
        </CertificateValidation>
      </add>
    </IDPEndPoints>
  </SAML20Federation>
  <system.web>
    <compilation debug="false" />
    <authentication mode="Forms">
      <forms cookieless="UseCookies" loginUrl="/login.ashx" name="demoserviceprovider"/>
    </authentication>
    <customErrors mode="Off"/>
    <httpModules>
      <add name="SessionAuthenticationModule" type="Microsoft.IdentityModel.Web.SessionAuthenticationModule, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35"/>
    </httpModules>
  </system.web>
  <system.webServer>
    <modules>
      <remove name="ScriptModule"/>
      <add name="SessionAuthenticationModule" type="Microsoft.IdentityModel.Web.SessionAuthenticationModule, Microsoft.IdentityModel, Version=3.5.0.0, Culture=neutral, PublicKeyToken=31bf3856ad364e35" preCondition="managedHandler"/>
    </modules>
    <validation validateIntegratedModeConfiguration="false"/>
  </system.webServer>
  <microsoft.identityModel>
    <service>
      <federatedAuthentication>
        <cookieHandler requireSsl="false"/>
      </federatedAuthentication>
      <securityTokenHandlers>
        <securityTokenHandlerConfiguration>
          <tokenReplayDetection enabled="true" />
        </securityTokenHandlerConfiguration>
      </securityTokenHandlers>
    </service>
  </microsoft.identityModel> 
</configuration>

In case,  you wish to move some or all of the .ashx files from the application root directory, you will potentially need to change the localpath and redirectUrl in the ServiceEndpoint elements[footnoteRef:2]: [2:  If you move these files when running the demo web site, you should also remember to change the location element (which specify the path for Mypage) and default .aspx (which include hardcoded links to Mypage and metadata).] 

      <ServiceEndpoint localpath="/login.ashx" type="signon" redirectUrl="/MyPage.aspx" index="0"/>
      <ServiceEndpoint localpath="/logout.ashx" type="logout" redirectUrl="/Default.aspx" index="1"/>
      <ServiceEndpoint localpath="/metadata.ashx" type="metadata"/>

If you move the login.ashx, you should be aware that you might also want to change the loginIrl in the <forms> element:
<forms cookieless="UseCookies" loginUrl="/login.ashx" name="demoserviceprovider"/>
If you move login or logout, you should also remember to import the updated federation metadata file or change the end points on the IdP manually.
Configuration of WIF and inclusion of Token Replay Detection is handled by the microsoft.identityModel section of the web.config file:
  <microsoft.identityModel>
    <service>
      <federatedAuthentication>
        <cookieHandler requireSsl="false"/>
      </federatedAuthentication>
      <securityTokenHandlers>
        <securityTokenHandlerConfiguration>
          <tokenReplayDetection enabled="true" />
        </securityTokenHandlerConfiguration>
      </securityTokenHandlers>
    </service>
  </microsoft.identityModel> 



6. [bookmark: _Toc344886378]Configuring the sample web application with an AD FS 2.0 Identity Provider
This section assumes that you use the provided certificates, which can be found in the certificates folder in the installation folder provided that you've installed the Setup WebSiteDemo feature.
6.1.1 [bookmark: _Ref278668012][bookmark: _Toc344886379]Settings for the Service Provider Environment
The Service Provider Environment refers to the server on which you have installed the SAML 2.0 For WIF, including the sample web application.
1. Install the certificates
a. Start the Microsoft Management Console (MMC) and add the Certificates snap-in.
Choose “Computer Account” and then “Local Computer”.
b. Import the signing certificate in the file (SPCert) into “Local Computer\Personal\Certificates”.
c. Import the root certificate that was used when creating the self-signed certificates in the file (RootCert) into “Local Computer\Trusted Root Certification Authorities\Certificates”.

2. Set the correct access control entries, ACLs, on the signing certificate just imported in step 1. To do this right-click the certificate in the MMC certificate manger and select All Tasks -> Manage Private Keys. Make sure you grant the user Network Service “Read” rights to here to grant the application pool user read rights to the certificate’s private key.
Note: the application pool will be running under the Network Service account, hence the ACL rights needs to be applied to the signing certificate, allowing the Network Service to access (i.e. "Read") the applicable certificate.

3. Modify the Web.config of the Service Provider, located in c:/inetpub/Saml20ForWIF/.
a. In the Federation element set the SigningCertificate to point at the (SPCert) imported in step 2; set the SignatureAlgorithm value to the secure hash algorithm that is being used by the Service Provider. Currently supported values for SignatureAlgorithm are SHA1 and SHA256, with the default value being SHA1)
b. In the SAML20Federation element, the IDPEndPoints holds the path to the directory containing metadata of identity providers. Make sure to specify a directory that is accessible by the web server (typically the Network Service account). Then change the entity id to your demo IdP’s actual entity id (the id is shown in bold below):
	<IDPEndPoints metadata="C:\metadata\" signatureVerification="Ignore">
	  <add id="IDPIdentifier">
	   <CertificateValidation>
	     <add type="…"/>
	   </CertificateValidation>
	  </add>
	</IDPEndPoints>
 
             	The IDPIdentifier value should be replaced with the identifier of your Identity Provider. 
	Commonly, the identity provider ID (entityId) for an AD FS 2.0 installation looks somewhat 	akin to this: (http://<ADFS_SERVER_NAME>/adfs/services/trust)
4. Set the host entry
Since the demo web site is configured to only accept the host entry https://spdemo.safewhere.local, the website need to be assigned a SSL certificate with that name. 
Furthermore; the spdemo.safewhere.local DNS name most probably is not registered correctly in your local network. Thus, you will need to insert an entry into the host file of all systems that will have to reach the http://spdemo.safewhere.local web site.
The host file is located here C:\Windows\System32\drivers\etc\hosts. You open the file with notepad and add an entry like the one specified here below on all the servers and PCs that are used in the test environment:
10.10.10.10	spdemo.safewhere.local
This means that the when resolving the spdemo.safewhere.local DNS name, the browser will redirect to the IP address 10.10.10.10.
 
5. Set a SSL certificate on the spdemo.safewhere.local website using IIS Management.
See chapter 10 for a detailed instruction on how to use the included SSL certificate (spdemo.safewhere.local)

6. Retrieving metadata from the AD FS 2.0 Identity Provider.
a. Download the FederationMetadata.xml to c:/metadata in the Service Provider environment.

NOTE: The FederationMetadata.xml can usually be downloaded from the Identity Provider using your web browser. In the case of AD FS 2.0, the http address is http://<ADFS_SERVER_NAME>/FederationMetadata/2007-06/FederationMetadata.xml.

6.1.2 [bookmark: _Toc344886380]Settings for the Identity Provider (AD FS) Environment
In this example, the Identity Provider is an Active Directory Federation Service 2.0-based installation. You need to perform the following actions in order to get the sample up and working:
1. Install the root certificate that was used for creating the two SP certificates (that is, the SSL certificate and the signing certificate)
a. Start the Microsoft Management Console (MMC) and add the Certificates snap-in.
Choose “Computer Account” and then “Local Computer”.
b. Import the certificate RootCert into “Local Computer\Trusted Root Certification Authorities\Certificates”.
2. Remember to register the address of the SP as discussed in bullet point 4 in last section (6.1.1 Settings for the Service Provider Environmentt).
3. Retrieve metadata from the SP
a. Navigate to http://spdemo.safewhere.local/default.aspx.
i. Click the “here” link to download the metadata.xml file.
ii. Use the metadata to create a new Relying Party Trust using the AD FS 2.0 Management tool on the AD FS 2.0 Server. See chapter 6.1.3 (Setting up SAML 2.0 for WIF as an RP on AD FS 2.0) for detailed information on how to do that.
4. Perform a login from a web browser on a PC client by navigating to http://spdemo.safewhere.local/default.aspx and click on the “Go to my page” link. 
See section 0 for the expected result.
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This chapter is a walkthrough on how to set up the demo web site that is included with SAML 2.0 for WIF as a Relying Party using the AD FS 2.0 Management MMC Plug-in.
1. Open the MMC plug-in (located in Administrative Tools -> AD FS 2.0 Management). This should bring up the following Windows dialog:
[image: ]

2. Now click on the “Add Relying Party Trust…” in the right pane. This will bring up a wizard dialog that allows you to create a Relying Party Trust. The wizard dialog will look as follows:
 [image: ]
3. Press the “Start” button to navigate to the next page in the Wizard. This will bring up the following page:
[image: ]
4. Now select the radio button with the following text “Import data about the relying party from a file”
a. Use the “Browse…” button to select the metadata.xml that was downloaded from the Service Provider.
b. Press the “Next” button to go to the next page. 
[image: ]
5. Type in a friendly name for the Relying Party, and fill in an optional note about the Relying Party.
Press “Next” when done. This will bring the wizard to the next page:
[image: ]
6. Leave the selection to “Permit all users to access this relying party”, press the “Next” button to go to the next page in the wizard.
[image: ]
7. Verify the settings for the relying party. Then press the “Next” button. Pressing the “Next” button will create the Relying Party. And upon successful creation the wizard will look like this:
[image: ]
8. Press “Close” leaving the checkbox checked. This will open another dialog for configuring the Claim Rules used when issuing tokens for the sample web site. 

9. The spdemo.safewhere.local site, expects just one claim, which was configured in the Service Provider web.config file as follows:
<RequestedAttributes>
	<!-- The attributes that the demonstration identity provider issues. -->
     <att name=" http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name"  
                                                              isRequired="true"/>
</RequestedAttributes>

Thus, we need to ensure that the Identity Provider include this attribute in the token for the Service Provider, which is performed by configuring a claim rule.

The Claim Rules dialog for the Service Provider looks like this, when started:
[image: ]
Press “Add Rule…” to open the Claim Rule Wizard.
10. The Claim Rule Wizard allows you to create rules that will emit attributes to the Service Provider upon a login request. The Claim Rule Wizard looks like this: [image: ]
11. Select “Send LDAP Attributes as Claims” and then press the “Next” button. This will navigate to the selected template page for this wizard:
[image: ]
12. Type a name of the Rule, and select Active Directory as the attribute store.
Then set the Mapping for the first row as applied above (SAM-Account-Name -> Name)
This will assign the value of the LDAP attribute SAM-Account-Name to the Claim http://schemas.xmlsoap.org/ws/2005/05/identity/claims/name. Press “Finish”.

When the Attribute Rule is added – it will look like this in the list :
[image: ]
Press “OK” or “Apply” to save the rule list.

13. Now, you need to transform the “Name” attribute to a NameID claim in order to ensure that the generated tokens contain a NameID. Click “Add Rule...” and select “Transform an Incoming Claim”:
[image: ]

Click Next and enter the following:
[image: ]

Int the claim rule above, a new Name ID claim is issued with the same value as the Name claim in order to ensure that the Name ID element is present in the SAML token issued. In this case, we’re using a persistent identifier, which means that the Name ID value will be sent as obfuscated text.
Note: It’s best practice always to send a Name ID, since many Service Provider implementations require that it is present in the SAML token.

14. For some reason AD FS 2.0 does not read the hashing algorithm from the federation metadata XML file, when performing the import. To make this example work you need to open the “SAML 2.0 For WIF” Relying Party, you've just created, click the Advanced tab, and change the secure hash algorithm to SHA-1 or SHA-256, as explained in section 6.1.1.3a Settings for Service Provider Environment

[image: ]

15. When working with self-signed certificates, it is necessary to remove the signing certificate revocation check, and the encryption certificate revocation check from the service provider,
This can easily be done from a Powershell command line by typing in the following commands in (please remember to run it with Administrator privileges):
add-pssnapin microsoft.adfs.powershell
set-adfsrelyingpartytrust -targetname "<Friendly-Name-Of-Relying-Party>" -SigningCertificateRevocationCheck None
set-adfsrelyingpartytrust -targetname "< Friendly-Name-Of-Relying-Party >" -EncryptionCertificateRevocationCheck None
NOTE: <Friendly-Name-Of-Relying-Party > should be replaced with the name of the Relying Party, you've just created. 

[bookmark: _Demonstration_of_the][bookmark: _Ref278828507]

6.1.4 [bookmark: _Toc344886382]Demonstration of the Service Provider web application
Navigate to https://spdemo.safewhere.local with Internet Explorer. The expected result is a webpage as the one shown below:
[image: ]
Click on the link “Go to My Page” to perform a login. When authenticated the page is expected to look like the picture below:
[image: ]

[bookmark: _SAML_2.0_For_2]

7. [bookmark: _Toc344886383]SAML 2.0 for WIF Configuration Reference

7.1 [bookmark: _Toc344886384]<Federation>
This element contains the settings that apply to the federation setup of the Service Provider. That is, the signing certificate and the federation identifier.
7.1.1 [bookmark: _Toc344886385]<SigningCertificate>
This element specifies the signing certificate used by the service provider. This certificate is used by the federation partners to sign (and possibly encrypt) the communication to the service provider to the Service Provider. The potential elements are listed in the following table:
	X509FindType
	Specifies which certificate attribute that will be used to identify the service
Provider's certificate. The documentation of the .net framework enumeration
X509FindType lists the possible values for this attribute.
A common way to locate a certificate is to search for its subject s distinguished
name or its thumbprint. The service provider will use the first certificate that
matches the specified search criteria.

	findValue
	The value of the attribute that is used to identify the certificate, e.g. its subject or thumbprint.

	storeLocation
	The location of the certificate store to use. The documentation of the .net
framework enumeration StoreLocation lists the possible values for this attribute.

	storeName
	Specifies which certificate store the certificate is placed in. The documentation of the .net framework enumeration StoreName lists the possible values for this attribute.

	validOnly
	Search only the valid certificates. An invalid or expired certificate may cause
federation partners to reject communication, so enabling this option may give an early warning that a certificate should be replaced. Value should be either true or false.



Most of the above values for a given certificate can be found using the Certificates management application included with windows.
7.1.2 [bookmark: _Ref278671310][bookmark: _Ref278671317][bookmark: _Toc344886386]<SignatureAlgorithm>
This element specifies the signature algorithm method to be used in Saml2Wif. By default, the element is commented and SHA-1 is used. To use SHA-256, just need to uncomment this element.
7.1.3 [bookmark: _Toc344886387]<AllowedAudienceUris>
Assertions are issued to specific audiences. This ensures that an assertion cannot be used at a different service provider than the one that was intended by the identity provider. 

This configuration setting is a list of audiences that are allowed for assertions sent to the service provider.

The list must at least contain the identifier of the service provider (See7.2.1 <ServiceProvider> and more specifically the Id attribute).
7.2 [bookmark: _Toc344886388] <SAML20Federation>

The <SAML20Federation> element contains configuration options that are specific to the SAML 2.0 protocol.
7.2.1 [bookmark: _Ref278671209][bookmark: _Ref278671219][bookmark: _Ref278671225][bookmark: _Toc344886389] <ServiceProvider>
This element contains the following attributes

	Attributes
	

	Id
	The service providers identifier. This is often an URI signaling the domain of the service provider. Please ensure that the URI is also listed in the <AllowedAudienceUris> element (please refer to section 7.1.2).

	Server
	The base URL of the host where the service provider resides. No sub-directories. For simplicity's sake one must usually use the URL as the Id and vice versa.



The element must include the child element ServiceEndpoint. The child elements NameIdFormat, contactPerson and Organization are optional.

	Element name
	ServiceEndpoint

	Description

	Configures the HTTP endpoints used by the service provider to communicate with its federation partners. Each endpoint must correspond to a handler in the service provider website.


	Attributes

	Type






	Determines the function of the endpoint. Must be one of the following:
· signon
· logout
· metadata
The service provider must have one of each type of endpoint to function fully.

	localpath
	The address at which the endpoint is.

	redirectUrl
	The URL to which the user will be sent after the handler is done executing.



	Element name
	NameIdFormats

	Description

	Lets you specify which NameIdFormats are supported by the service provider.


	Attributes

	all






	true/false
When true all known SAML NameIdFormats are supported, and when false only those explicitly added are supported. See example below.

	Example

	<NameIdFormats all="false">
   <add nameIdFormat="urn:oasis:names:tc:SAML:1.1:nameidformat:X509SubjectName"/>
</NameIdFormats>




You should also include the following elements, which are used when generating metadata, and are required by some IdPs:

<md:ContactPerson contactType="administrative" xmlns:md="urn:oasis:names:tc:SAML:2.0:metadata">
   <md:Company>Firma</md:Company>
   <md:GivenName>Fornavn</md:GivenName>
   <md:SurName>Efternavn</md:SurName>
   <md:EmailAddress>email@firma.com</md:EmailAddress>
   <md:TelephoneNumber>12345678</md:TelephoneNumber>
</md:ContactPerson>
7.2.2 [bookmark: _Toc278819857][bookmark: _Toc278831678][bookmark: _Toc278834072][bookmark: _Toc278835600][bookmark: _Toc344886390][bookmark: _Toc278872733][bookmark: _Toc278872788][bookmark: _Toc278872842]<CommonDomain>
[bookmark: _Toc278872734][bookmark: _Toc278872789][bookmark: _Toc278872843]
[bookmark: _Toc278872735][bookmark: _Toc278872790][bookmark: _Toc278872844]The <CommonDomain> element contains configuration options for common domain cookie reading, and come with has the following attributes:
[bookmark: _Toc278872736][bookmark: _Toc278872791][bookmark: _Toc278872845]
	[bookmark: _Toc278872737][bookmark: _Toc278872792][bookmark: _Toc278872846]Attributes
	[bookmark: _Toc278872738][bookmark: _Toc278872793][bookmark: _Toc278872847]

	[bookmark: _Toc278872740][bookmark: _Toc278872795][bookmark: _Toc278872849]Enabled
	[bookmark: _Toc278872741][bookmark: _Toc278872796][bookmark: _Toc278872850]A Boolean value indication whether or not common domain cookie reading is turned on.

	[bookmark: _Toc278872743][bookmark: _Toc278872798][bookmark: _Toc278872852]localRenderEndpoint
	[bookmark: _Toc278872744][bookmark: _Toc278872799][bookmark: _Toc278872853]The fully qualified url to a local cookie reader endpoint. The host part of this endpoint should be a sub domain to the common domain, e.g. sp.commondomain.com.


[bookmark: _Toc278872746][bookmark: _Toc278872801][bookmark: _Toc278872855]
[bookmark: _Toc278872747][bookmark: _Toc278872802][bookmark: _Toc278872856]
[bookmark: _Toc278872748][bookmark: _Toc278872803][bookmark: _Toc278872857]<CommonDomain enabled="true" localReaderEndpoint=" http://mysp.commondomain.local/cdcreader.ashx" />
7.2.3 [bookmark: _Toc278872749][bookmark: _Toc278872804][bookmark: _Toc278872858][bookmark: _Toc278872750][bookmark: _Toc278872805][bookmark: _Toc278872859][bookmark: _Toc278872751][bookmark: _Toc278872806][bookmark: _Toc278872860][bookmark: _Toc278872752][bookmark: _Toc278872807][bookmark: _Toc278872861][bookmark: _Toc344886391]<RequestedAttributes>
This element names the SAML attributes that the service provider requires from its federation partners.
	Element name
	RequestedAttributes

	Description
	The list of attributes that the service provider wants assertions to contain when it receives them.

	Child elements

	Element name
	att

	Description
	Describes the required attribute.

	Attributes

	Name
	The SAML attribute’s identifier. Note that this attribute refers to the name property of a SAML attribute, not the optional friendlyName property that may be found in the identity provider’s metadata.

	isRequired
	An optional attribute that specifies whether the SAML attribute should be listed as ‘required’ in the service provider’s metadata.


7.2.4 [bookmark: _Toc278872754][bookmark: _Toc278872809][bookmark: _Toc278872863][bookmark: _Toc344886392]<IDPEndPoints>
The configuration in the <IDPEndPoints> element determines how the service provider communicates with its federation partners. The minimal configuration specifies the directory in which metadata of the federation partners can be found, and uses the default SAML bindings for communication.
	Attributes
	

	metadata
	The path to the directory where the metadata of the federation partners can
be found. Make sure that the directory is readable by the user account running the web server (that is, the user context that is defined on the application pool).

	signatureverification
	Controls which implementation of the XML signature industry standard that is being used for verifying the signature.
Allowed values are: 
· Ignore – No check.
· Primitive – Use the XmlDocument/SignedXml XMLDSIG implementation.
· Normal – Use the WIF XMLDSIG implementation, which comes with some limitations with with-comments amongst other things.
The reason that there's two choices beside "Ignore" being that the signature check that is included with WIF ("Normal") isn't compliant with certain types of signing in which case you are forced to use the solution that ships with .NET Framework 2.0 and upwards ("Primitive").
The value should be set to Normal in production, unless WIF isn't compatible with the signature method used by the Identity Provider.



The <IDPEndPoints> section can furthermore override the settings that are found in the metadata of a federation partner. This is useful for situations where the federation partner allows several ways of communicating and the default way is not deemed desirable.
	Element name
	add

	Description
	Enables configuration of which transport binding to use for communication with a federation partner. Also makes it possible to override endpoint addresses and provide a user-readable name for the federation partner.

	Attributes

	id
	The id of the federation partner to which this configuration pertains. This id must have a match in one of the metadata files that are known by the service provider.

	name
	An optional setting that contains a human-readable name for the federation partner. The name will replace the federation partner’s id, in cases where it is necessary to present the user with a choice of federation partners.

	omitAsssertionSignatureCheck 
	Set this value to true if for some reason you do not wish the signature of the assertions form this IdP to be checked (for example if assertions are not signed).

	forceAuthn
	Force authentication on each authnrequest.

	isPassive
	AuthnRequests are passive.

	Example
	<add id="IDPIdentifier" name="SelfIssued" omitAsssertionSignatureCheck="true" isPassive="true">
</add>





	Child element

	Element name
	CertificateValidation

	Description
	Configuration of the Single sign-on endpoint of the federation partner.

	Attributes 

	Description
	Enables the configuration of a specific certificate validation routine. It is possible to implement a custom certificate validation routine by implementing the Safewhere.ServiceProvider.Specification.IcertificateSpecification interface.


	   type
	In the Safewhere.ServiceProvider.Specification there is an option between two implementations of the IcertificateSpecification:
· SelfIssuedCertificateSpecification
· DefaultCertificateSpecification
When working with self-issued certificates, the SelfIssuedCertificatespecification will always have to be applied. In this case, you should take care to ensure that the IdP token signing certificate is imported into the certificate store of the SP (Trusted Root Certification Authorities).
In all other cases, you should use the DefaultCertificateSpecification or a custom implementation that caters to any special needs. If your use a custom implementation, the compiled assembly should be placed in the “bin” folder of the Web application and the type name included in web.config.

	Example
	<CertificateValidation> 
<add type="Safewhere.ServiceProvider.Specification.SelfIssuedCertificateSpecification, Safewhere.ServiceProvider"/> 
</CertificateValidation>




	Child element

	Element name
	SSO

	Description
	Configuration of the Single sign on endpoint of the federation partner.

	Attributes

	url
	An optional parameter that contains the SSO endpoint’s URL If this parameter is left out, the URL found in the federation partner’s metadata is used. Override this with care.

	binding
	Specify which binding to use when sending an authentication request to the federation partner. If this attribute is left unspecified, and the federation partner allows it, the HTTP-REDIRECT binding will be used.  Allowed values are: “POST”, “REDIRECT” and  “ARTIFACT”

	Example
	<SSO url="http://ssopage" binding="POST"></SSO>





	Child element

	Element name
	SLO

	Description
	Configuration of the Single logout endpoint of the federation partner.

	Attributes

	url
	An optional parameter that contains the URL of the SLO endpoint. If this parameter is left out, the URL found in the federation partners metadata is used. Override this with care.

	binding
	Specify which binding to use when sending a logout request to the federation partner. If this attribute is left unspecified, and the federation partner allows it, the HTTP-REDIRECT binding will be used. Allowed values are: POST , REDIRECT and ARTIFACT .

	Example
	<SLO url="http://slopage" binding="POST"></SLO>




	Child element

	Element name
	AttributeQuery

	Description
	Lets you enable httpBasicAuth with user name and password for attribute queries

	Example
	<AttributeQuery enableHttpBasicAuth="true" username="username" password="p@assw0rd" />




	Child element

	Element name
	ArtifactResolution

	Description
	Lets you enable httpBasicAuth with username and password for artifact resolution.

	Example
	<ArtifactResolution enableHttpBasicAuth="true" username="username" password="p@assw0rd" />



7.2.5 [bookmark: _Toc344886393]HttpHandlers
The endpoints handling protocol messages are implemented using ASP.NET Http Handlers.
There are 3 endpoint types that must be installed to get a functioning service provider.
	Endpoint type
	HTTP Handler class

	Sign on
	Safewhere.ServiceProvider.Protocol.Saml2.SignonHandler

	Logout
	Safewhere.ServiceProvider.Protocol.Saml2.LogoutHandler

	Metadata
	Safewhere.ServiceProvider.Protocol.Saml2.MetadataHandler



A service provider installation must have all three handlers installed. The metadata endpoint can be removed once the configuration of the service provider is finalized and its metadata file has been downloaded.
ASP.NET provides (at least) two ways to add HTTP handlers to a web application.
Web .config
HTTP handlers can be added to a web application by adding them in the <httpHandlers> section of web.config. Consult the MSDN documentation for a reference on the <httpHandlers> element. The verb attribute must be set to * for the handlers.
This is the recommended way of doing things and so it's the solution that is used in the configuration section (5 SAML 2.0 For WIF Configuration).
Website files
A handler can be added to a website as an .ashx file.

Example of how to add sign on handler in a file called signon.ashx:

<%@ WebHandler Class="Safewhere.ServiceProvider.Protocol.Saml2.SignonHandler" %>

More examples of .ashx files can be found in the website demo in the distribution.

10.5   ForceAuthn and IsPassive

If you wish to set the ForceAuthn and IsPassive flags for a given authentication request, this can be done by setting two session variables. 

The names of the session variables in question are defined as constants in the class Saml20AbstractEndpointHandler. The constants are: IDPForceAuthn and IDPIsPassive. The value of the session variables must be of type bool (true or false). 

When one of these session variables are read by the framework, the value is automatically reset. The net effect of this being that the value must be set every time you wish to use either of these flags.


8. [bookmark: _Toc344886394]Troubleshooting

1. You receive an “Keyset does not exist” error when downloading metadata, or navigating to MyPage.aspx

Cause: When the application pool context tries to read the certificate from the certificate store, it is not granted read access and therefore not able to get the keyset.

Solution: Please follow the few steps in Chapter 5 and Appendix A, it explains you how to grant access to the certificate.

2. You get the error “The IdentityProvider does not contain a supported SAML binding in Safewhere.ServiceProvider.Protocol.Saml2.AbstractEndpointHandler.DetermineEndpointConfiguration” when downloading metadata, or navigation to MyPage.aspx

Cause: When installing the web application, only a few settings need to be changed in the Web.config. The above error is most likely caused, if the IDPEndPoints section has not been properly configured.
     <SAML20Federation>
       ...
        <IDPEndPoints metadata="C:\metadata\" signatureVerification="Ignore">
         
          <add id="IDPIdentifier">
        <CertificateValidation>
          <add type="Safewhere.ServiceProvider.Specification.SelfIssuedCertificateSpecification, Safewhere.ServiceProvider"/>
        </CertificateValidation>
      </add>
    </IDPEndPoints>
  </SAML20Federation>

Solution: Change the IDPIdentitfier to point at a valid Identity Provider. Navigate to the “metadata” folder (c:\metadata\) make sure that the folder holds at least one federation metadata file. Open the file (Identity Provider)  you wish to refer to, look for the entityID attribute in the files content, and  then use this attributes value instead of the default value (IDPIdentifier).

3. You receive an “ID4037. The key needed to verify  the signature could not be resolved from the following security key identifier ‘SecurityKeyIdentifier' 
(
IsReadOnly = False,
Count = 1…” error when navigating to MyPage.aspx.

Cause: This error is most likely caused by the use of self-signed certificates on the Identity Provider environment. 
Solution:  Import the Identity Provider’s Token-Signing Certificate into the Service Provider Certificate store (“Local Computer / Trusted People”).

4. You receive an “Not a successful SAML 2.0 statuscode: 'urn:oasis:names:tc:SAML:2.0:status:Responder' in Safewhere.ServiceProvider.Protocol.Saml2.AbstractEndpointHandler.ValidateStatus” error when navigating to the MyPage.aspx

Cause: If you get an error like ErrorCode: status: Responder.Message: it may be due to a 
problem with the expected hashing algorithm on the Identity Provider:

Solution: 

a. Check the Identity Provider's event log and look for trouble with the signature of 
the SAML Request.
b. If a problem with SHA-1 vs. SHA-256 is indicated, go to Identity Provider's configuration and bring up the properties of the relying party (Demo SP).
c. Go to the Advanced tab and change the signature algorithm to SHA-1. (For some reason ADFS is not able to read this from metadata)

5. You receive an “Safewhere.ServiceProvider.Protocol.Saml2.SignonHandler.GetEndpoint, Parameter name: endpoint” error when navigating to the MyPage.aspx

Cause: If you get this error it most probably stems from the token received not being issued by the same IdP as specified in the web.config and the metadata file (by default located in c:\metadata):

Solution: 
In the Stacktrace of the error message you will be able to find additional information about the IdP that needs to be configured in the Service Provider Configuration. You will find the IdP-endpoint in the first paragraph of the stacktrace.

Unable to locate the IdP endpoint 'IDPIdentifier' in the configuration section <IDPEndPoints>. Please make sure the specified IdP-endpoint is configured.
  
a. Check that the Identity Provider's identifier/entityId haven't been changed since the metadata file and web.config was configured.
b. Check that the token received isn't being issued by another IdP than the one, which is trusted by SAML 2.0 for WIF.



9. [bookmark: _Toc344886395]Installing the web site SSL certificate in IIS 
To be able to try out the configured demo web application with AD FS 2.0, it is crucial that the web application is signed with a SSL certificate.
If this certificate does not exist in the IIS Web Site, the sample application will not be able to run as expected. If you already have an SSL certificate that works for you web sites in IIS, you do not need to install the extra certificate. This chapter will explain how to use the SSL certificate that is provided with this distribution (spdemo.safewhere.local.pfx, which can be found in the installation folder “Certificates” folder)
1. Open IIS Manager, and then navigate to the Server root :
[image: ]
2. Double click on the “Server Certificates” icon in the IIS section
[image: ]
3. In the Actions pane in the right side click “Import…” the dialog “Import Certificate” below will appear:
[image: ]
4. Select the spdemo.safewhere.local certificate from the installation directory. Type in the password test1234 and click OK.
5. Click on the (spdemo.safewhere.local) website in the IIS Manager, then click on the “Bindings” in the Action pane to the right:
[image: ]
6. Upon clicking on the “Bindings…” action, the following dialog will appear:
[image: ]
7. Select the https binding and click on the “Edit…” button, where after the following dialog will appear:
[image: ]
8. Select the newly imported SSL certificate and click “OK”


10. [bookmark: _Toc344886396]Uninstalling or Modifying SAML 2.0 for WIF Service Provider
You can remove the SAML 2.0 For WIF application by choosing the “Uninstall SAML 2.0 For WIF” shortcut located in the start menu or remove the application via the Programs and features in the control panel.
10.1 [bookmark: _Toc344886397]SAML 2.0 for WIF Uninstall Wizard
When uninstalling SAML 2.0 For WIF using the shortcut in the start menu, you will be given the choice between modifying, repairing or removing the SAML 2.0 For WIF installation:
	[image: ]
	[image: ]

	[image: ]
	
If Modify is chosen, you may enable or disable the feature you already have installed. 
Click “Back” to go to the previous page, “Next” to go to the next page, or “Cancel” to abort the process.

	[image: ]
	
When choosing Repair, Remove or when you are ready to apply the selected features, this page will be shown. 

Click “Back” to go to the previous page, “Next” to apply your choice, or “Cancel” to abort the process.


	[image: ]
	
When choosing Remove, you will see the Uninstallation in Progress page. This page gives you an overview of the uninstallation progress. You can at any time decide to stop the installation process by clicking the “Cancel” button. 

Allowing the uninstallation wizard to complete, the uninstallation will upon finalization move the wizard to its final page.


	[image: ]
	
Finish page indicate that the uninstallation is now complete. You may close the installation wizard by clicking the “Finish” button.



This concludes the SAML 2.0 For WIF Uninstallation.
Please note that all the changes that you have applied manually will need to be manually removed by yourself, since the application does not remove it automatically.  


[bookmark: _Toc344886398]A. Certificate management using FindPrivateKey
The certificates supplied and installed with the sample included in this framework, work nicely when being used by the person who installed the certificates (by default, the certificate ACL security settings allows the user to read the certificates just fine).
When using the certificates of the sample, the account running the web site (NETWORK SERVICE by default) must be granted read access to the private keys. This will ensure that communication between the service provider and the identity provider may be signed correctly.
The following procedure uses a small utility, FindPrivateKey, supplied in the distribution. With this tool and this procedure you may grant access to the private keys of the certificates as required by the web site setup.
1. Open a command prompt in the directory where the framework is installed (navigate to the bin folder)
2. Enter the following command:
FindPrivateKey.exe LocalMachine My
to open the following dialog (May look different depending on OS): 
[image: ]
3. Select the certificate you wish to change security parameters for, and then click the OK button.
4. Next the dialog below appears. Go to Security tab (May look different depending on OS):
[image: ]
5. If the relevant account (most often NETWORK SERVICE) is not already present; click the “Edit…” button; which will bring up the following dialog:
[image: ]
6. Now click the “Add…” button to and grant the account read access.
Before closing the above dialog, verify that the account is now present in the “Group or user names” list.
FindPrivateKey can be used on all Windows OSes. However, it won't make much sense to use it on Windows 2008 and up, since the OSes include the needed functionality in the Certificates MMC snap-in.
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